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MUUTOS MENOSSA

World-Wide Smartphone Sales (Thousands of Units)
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Native Programmable Microcomputer Shipments

Amiga

Commodore 64

Android (phones)

I Bada (phones, sold)
Other (phones, sold)
I RIM (phones, sold)
I Android (tablet, shipped)
@ Android (phones)
W Surface Tablets
B Nokia Symbian (phones, sold)
B Raspberry Pi
I Apple Watch
" iPod touch
Apple iPhone
B NeXT
B TRS-80
B Atari
I Atari ST
B Atari 400/800
M Commodore 64
B Amiga
B Apple iPad
Apple Macintosh
W Applell
B ChromeQOS
I Windows Mobile/Phone (sold)

iPad B Windows PC
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ANDROID VERSIOT

Codename

Gingerbread

Ice Cream Sandwich

Jelly Bean

KitKast

Lollipop

Marshmallow

Nougat

Qreo
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Data collected during a 7-day period ending on May 7, 2018,
Any versions with less than 0.7% distribution are not shown
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|OS VERSIOT

»OS Distribution and iOS Market Share (5 snare

Use this page to analyze the popularity of various iOS operating system versions and to understand which are the most
common. App publishers will often use this data to judge whether or not to support an old operating system version.

Version

6.1
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71
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Codename
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ANDROID-HAITTAOHJELMIEN MAARA
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Android mal samples growth per year
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New Android malware found every 10 seconds
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new malicious
APKs

for every 1,200

new Android
subscriptions

Hidden App Malware Found on Google
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Geography of mobile threats

Attacks by malicious mobile software were registered in more than 230 countries and territories.
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1. Saat vaarennetyn viestin tyokaverilta

Cyber Security for Mobile Beta

Uchida, Hannu

Wednesday, 10 May 2017 at 19.00
To: O Miettinen, Tuomas

Terve Tuomas,

Voisitko testata kilpailijan uusinta testiversiota ja muista poistaa Freedome for Business kdytosta

yhteensopivuus ongelmien valttamiseksi.

Lataa tdalta testiversio:

www.cybersecurity.com/beta

3. Asennat puhelimeensa aidon nakoisen
sovelluksen, joka sisaltda haittaohjelman

Scanning your device..

2. Klikkaat ja paadyt aidon nakoisen tuotteen sivuille oy

O YEER  PADDUCT

12

;;;;;;

SICURITY CLOUD

 TRY IT FOR FREE
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METASPLOIT — MITA VOIDAAN TEHDA?

0 issus found so far...
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Muokata jarjestelman asetuksia
Ottaa kuvia ja videoita

Lukea ja muokata yhteystietoja
Tallentaa ddnta

Seurata sijaintia (GPS tai web-based)
Soittaa puheluita

Lukea ja lahettaa tekstiviesteja
Lukea ja muokata SD-kortin sisaltoa

Lukea web-selaimen historiaa ja kirjainmerkkeja

© F-Secure
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directly call phone numbers
® this may cost you money
read phone status and identity

edit your text messages (SMS or MMS)
read your text messages (SMS or MMS)
receive text messages (SMS)

send SMS messages
® this may cost you money

\Z
o

take pictures and videos

record audio

approximate location (network-based)

precise location (GPS and network-
based)

modify your contacts

==Y
read call log
read your contacts
write call log
W read your Web bookmarks and history

read your Web bookmarks and history

modify or delete the contents of your SD
card

read the contents of your SD card

find accounts on the device
use accounts on the device

change network connectivity
connect and disconnect from Wi-Fi

full network access
view network connections

view Wi-Fi connections

access Bluetooth settings
pair with Bluetooth devices

retrieve running apps
run at startup

© F-Secure

control vibration
prevent phone from sleeping
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ANDROID-HAITTAOHJELMIEN
SUURIN VAIKUTUS

(7 Flappy Bird

Permissions

Yli 80% yrittaa |ahettdd SMS viesteja maksullisiin— |osw

modify or delete the contents of your SD card
Allows the app to write to the SD card

o . [*) Your messages

n U I I I e ro I h I n receive text messages (SMS)
Allows the app to receive and process SMS messages. This means the app
could monitor or delete messages sent to your device without showing them
1o you
read your text messages (SMS or MMS)
Allows the app to read SMS messages stored on your tablet or SIM card. This
allows the app to read all SMS messages, regardless of content or
Flappy Bird confidentiality

i send SMS messages
Version 1.3 Allows the app to send SMS messages. This may result in unexpected
charges. Malicious apps may cost you money by sending messages without
your confirmation

[} other Application UI

Permissions draw over other apps
Allows the app to draw on top of other applications or parts of the user

Uninstall

. . interface. They may interfere with your use of the interface in any application,
G Network communication or change what you think you are seeing in other applications
full network access 7] Bookmarks and History

Allows the app to create network sockets and use custom network protocols.

ToF = write web bookmarks and history
The browser and other applications provide means to send data to the

Allows the app to modify the Browser’s history or bookmarks stored on your

internet, so this permission is not required to send data to the internet. tablet. This may allow the app to erase or modify Browser data. Note: this
view network connections permission may note be enforced by third-party browsers or other
i . . . applications with web browsing capabilities.
Allows the app to view information about network connections such as which
networks exist and are connected. 7] system tools
install shortcuts
ﬂ Aﬁm Bam Allows an app to add shortcuts without user intervention.
prevent tablet from sleeping e

Allows the app to remove shortcuts without user intervention
test access to protected storage

© F-Secure F-Securs
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IPhonen avainkoodi vuodettiin
nettiin: "Historian suurin vuoto"

coee TOOU], g l k 6789

I0S malware, XcodeGhost, infects millions of Apple Store

customers
- J - J < J

JAA IPhonen tirkedd lahdekooodia on vuodettu nettiin. Vuodon mydéta hakkerit ja
ARTIKKELI tietoturvatutkijat saattavat 1oytdi entistd helpommin haavoittuvuuksia
17 i0S-alustasta ja pystyd muokkaamaan laitteita sekd asentamaan niihin
f normaalisti estettyjd kolmannen osapuolen ohjelmia (jailbreak).
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HUIJAUSVIESTIT

Tama Apple ID on poistettu kaytdsta turvallisuussyista.

Apple 1D:n lukitus voidaan avata, kun henkilollisyytesi on
tarkistettu.

Click voit avaamassa tilin lukituksen

CERT-FI: Varoitus 03/2016
Aktiiviseen Apple ID -tietojenkalasteluun liittyy luottokorttitietojen varastamista

© F-Secure
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KIRISTYSHAITAKKEET

mobile ransomware
has risen by over

250% OO0 #1

in 2017
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JO TUTTUA TAVARAA

ATTENTION! YOUR DEVICE HAS
& BEEN LOCKED REASONS
INDICATED BELOW.

IP: 37.219.53.247

Maa: Finland

Cellurar Verkko:

Offender laite: Samsung GT-
S7710

Android Versio: 4.1.2

Remaining time to pay a fine

Otherwise the case file will be transferred to the court.

HUOMIO!

Laitteen on lukittu All actions are illegal, are fixed. History
a e query stored in the database of the U.S.
turvallisuuden vuoksi Department of Homeland Security
allamainittujen syiden

takia.

Offender Information

=
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Download your bank’s official
mobile app and make sure you
are visiting the real bank website

https:// every time.

Avoid having your online banking
site or app to log you in
automatically.

Don’t share or disclose your bank
card number or password to

anyone.

If available, install a mobile

= EURTPOL

EGS | Soxnaosemin

© F-Secure

PANKKI PUHELIMESSA

WHAT CAN YOU DO?

If you lose your mobile phone,
or change your number, contact
your bank so they can update
your information.

Don’t share any information
about your account via text
message or email.

Always useja secure Wi-Fi

network when connecting to
your bank's mobile site or app.
Never do it from an open Wi-Fi!

Frequently check your financial
statements.

#MobileMalware

—
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FREEDOME FOR BUSINESS

OSANA PROTECTION SERVICE FOR BUSINESS -RATKAISUA
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